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on Information Warfare (Defense) was established at the direction of the Under Secretary of Defense for
Acquisition and Technology. The Task Force was directed to focus on protection of information interests of
national importance through the establishment and maintenance of a credible information warfare defensive
capability in several areas, including deterrence. Specifically, the Task Force was asked to: Identify the
information users of national interest who can be attacked through the shared elements of the national
information infrastructure; Determine the scope of national information interests to be defended by
information warfare defense and deterrence capabilities; Characterize the procedures, processes, and
mechanisms required to defend against various classes of threats to the national information infrastructure
and the information users of national interest; Identify the indications and warning, tactical warning, and
attack assessment procedures, processes, and mechanisms needed to anticipate, detect, and characterize
attacks on the national information infrastructure and/or attacks on the information users of national interest;
Identify the reasonable roles of government and the private sector, alone and in concert, in creating,
managing, and operating a national information warfare-defense capability; Provide specific guidelines for
implementation of the Task Force s recommendations. Information infrastructures are vulnerable to attack.
While this in itself poses a national security threat, the linkage between information systems and traditional
critical infrastructures has increased the scope and potential of the information warfare threat. For economic
reasons, increasing deregulation and competition create an increased reliance on information systems to
operate, maintain, and monitor critical infrastructures. This in turn creates a tunnel of vulnerability previously
unrealized in the history of conflict. Information warfare offers a veil of anonymity...
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